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Claim Rejections - 35 USC §112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 1-5 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

3. The term "at least equal to a predetermined threshold," recited in claim 1 on page 
4 line 1 0 of the preliminary amendment filed on June 28, 2006, claim 3 on page 5 lines 
1-2 of the preliminary amendment filed on June 28, 2006, claim 4 on page 5 lines 21-22 
of the preliminary amendment filed June 28, 2006, and claim 5 on page 6 lines 1 1 -1 2 of 
the preliminary amendment filed June 28, 2006 is a relative term which renders the 
claim indefinite. The term "at least equal to a predetermined threshold" is not defined 
by the claim, the specification does not provide a standard for ascertaining the requisite 
degree, and one of ordinary skill in the art would not be reasonably apprised of the 
scope of the invention. The term "at least equal to a predetermined threshold," does not 
provide any indication of the counted value quantity that would be considered equal to a 
predetermined threshold. Further, if the term "at least equal to a predetermined 
threshold" is defined as a range of values, the examiner respectfully points out that 
claims 1-5 do not to recite the necessary fuzzy logic required for selecting a value in the 
range other than the lowest value in the range that will be considered equal to a 
predetermined threshold. 
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Claim Rejections - 35 USC § 101 

4. Claim 4 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim 4 recites "a program for causing a 
computer to carry out a procedure," this recitation is functional descriptive material and 
does not fall into at least one of the four statutory classes defined by 35 U.S.C. 101. A 
program, such as the recited program for causing a computer to carry out a procedure, 
only imparts functionality when employed as a computer component, such as when a 
computer program is recorded on a computer readable medium. If a claim covers 
material not found in any of those four categories, then the claim falls outside the plainly 
expressed scope of 35 U.S.C. 1 01 , even if the subject matter is otherwise new and 
useful. See In re Nuijten 84 USPQ2d 1495 (Fed. Cir. 2007) 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-5 are rejected under 35 U.S.C. 103(a) as being obvious over Ochi et al. 
(WO 2003/038571 A1 ) in view of Lynn et al. (US 5,345,508). The examiner respectfully 
points out that for the purposes of the present Office action US 7,275,1 61 is taken to be 
the English language equivalent of WO 2003/038571 A1 . 

Regarding Claim 1 : 
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Ochi discloses a data processing system having transfer controlling means for 
controlling transfer of data ("Recording Medium Authentication Data Transmission Unit" 
and "Authentication Unit" See fig. 1 ref. nos. 12 and 14), counting means 
("Authentication Unit" See fig. 1 ref. no. 14) for counting the number of time the transfer 
controlling means has controlled the transfer of the data ("The authentication unit also 
updates mutual authentication processing data stored in the data storage unit such as 
the mutual authentication processing count." See col. 14 lines 25-28), first determining 
means ("Recording Medium Authentication Data Transmission Unit" See fig. 1 ref. no. 
1 2) for determining whether the number of time counted by the counting means is equal 
to a predetermined threshold ("The recording medium authentication data transmission 
unit judges whether the number of times mutual authentication processing has been 
executed has reached a predetermined number." See col. 12 lines 36-51), first 
instructing means ("Recording Medium Authentication Data Transmission Unit" See fig. 
1 ref. no. 1 2) which if the number of time is found at least equal to the threshold by the 
first determining means then gives the transfer controlling means an instruction to stop 
the transfer of the data ("If the predetermined number has been reached the recording 
medium authentication data transmission unit notifies the user to this effect and ends 
the processing." See col. 12 lines 36-51), second determining means ("Recording 
Medium Authentication Data Reception Unit" See fig. 1 ref. no. 31) for determining 
whether an instruction to have the initializing vector supplied is given by an external 
apparatus to and from which is sent and received the data of which the transfer is 
controlled by the transfer controlling means ("According to the stated structure 
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continuous data transfer is not permitted unless the recording medium receives 
predetermined data." See col. 4 lines 51-60), and second instructing means ("Encrypted 
Data Transmission Unit" See fig. 1 ref. no. 33) which if the instruction to have the 
initializing vector supplied is found given by the second determining means then giving 
the counting means an instruction to reset the number of times having been counted 
("The counting unit may reset the number each time predetermined data is received 
from the data processing device. See col. 4 lines 48-50). 

Ochi does not disclose generating means for generating an initializing vector for 
use in either encrypting or decrypting the data of which the transfer is controlled by the 
transfer controlling means and second instructing means which if the instruction to have 
the initializing vector supplied is found given by the second determining means then 
gives the generating means an instruction to generate the initializing vector. 

Lynn discloses an apparatus for variable overhead cached encryption having a 
generating means ("Initialization Vector Generator" See fig. 2 ref. no. 29) for generating 
an initializing vector for use in encryption and decrypting the which data the transfer is 
controlled ("The initialization vector is combined with a key using an XOR gate to 
produce a temporal key for which acts as a seed for a Pseudorandom number 
generator. The Pseudorandom number is then combined with Plain text data using an 
XOR gate." See col. 5 lines 1-49) and second instructing means ("Counter" See fig. 2 
ref. no. 21) which if the instruction to have the initializing vector supplied is found given 
by the second determining means then gives the generating means an instruction to 
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generate the initializing vector ("The counter controls the generation of new initialization 
vectors." See col. 5 lines 40-68 and col. 6 lines 1-23). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the data processing system disclosed by Ochi use variable 
overhead cached encryption for encrypting the authentication data transmitted between 
the data processing device and the information recording medium such as that taught 
by Lynn in order to perform high speed encryption of the transmitted data (See Lynn col. 
2 lines 47-51). 
Regarding Claim 2: 

Ochi discloses outputting means ("Recording Medium Authentication Data 
Transmission Unit" See fig. 1 ref. no. 12) which if the instruction is given be the first 
instructing means then outputs to the external apparatus a message saying that the 
transfer of the data is stopped ("If the predetermined number has been reached, the 
medium authentication data transmission unit notifies the user to this effect." See col. 13 
lines 36-51) 
Regarding Claims 3-5: 

Ochi discloses a data processing system for controlling transfer of data ("Data 
Processing Device," "Connection Device," and "Information Recording Medium" See fig. 
1 ref. nos. 10, 20, and 30), counting the number of times the transfer controlling step 
has controlled the transfer of the data ("The authentication unit also updates mutual 
authentication processing data stored in the data storage unit such as the mutual 
authentication processing count." See col. 14 lines 25-28), firstly determining whether 



Application/Control Number: 10/596,887 Page 7 

Art Unit: 2431 

the number of times counted in the counting step is at least equal to a predetermined 
threshold ("The recording medium authentication data transmission unit judges whether 
the number of times mutual authentication processing has been executed has reached 
a predetermined number." See col. 12 lines 36-51 ), if the number of times is found at 
least equal to the threshold in the first determining step then firstly giving in the transfer 
controlling step an instruction to stop the transfer of the data ("If the predetermined 
number has been reached the recording medium authentication data transmission unit 
notifies the user to this effect and ends the processing." See col. 12 lines 36-51), 
secondly determining whether an instruction to have the initializing vector supplied is 
given by an external apparatus to and from which is sent and received the data of which 
the transfer is controlled in the transfer controlling step ("According to the stated 
structure continuous data transfer is not permitted unless the recording medium 
receives predetermined data." See col. 4 lines 51-60), and if the instruction to have the 
initializing vector supplied is found given in the second determining step then secondly 
giving in said counting step an instruction to reset the number of times having been 
counted ("The counting unit may reset the number each time predetermined data is 
received from the data processing device. See col. 4 lines 48-50). 

Ochi does not disclose generating an initializing vector for use in either 
encrypting or decrypting the data of which the transfer is controlled in the transfer 
controlling step and if the instruction to have the initializing vector supplied is found 
given in the second determining step then secondly giving in the generating step an 
instruction to generate the initializing vector. 
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Lynn discloses a method for variable overhead cached encryption for generating 
an initializing vector for use in encrypting and decrypting the data of which the transfer 
is controlled in the transfer controlling step ("The initialization vector is combined with a 
key using an XOR gate to produce a temporal key for which acts as a seed for a 
Pseudorandom number generator. The Pseudorandom number is then combined with 
Plain text data using an XOR gate." See col. 5 lines 1-49) and if the instruction to have 
the initializing vector supplied is found given in the second determining step then 
secondly giving in the generating step an instruction to generation the initializing vector 
("The counter controls the generation of new initialization vectors." See col. 5 lines 40- 
68 and col. 6 lines 1-23). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the data processing system disclosed by Ochi use variable 
overhead cached encryption for encrypting the authentication data transmitted between 
the data processing device and the information recording medium such as that taught 
by Lynn in order to perform high speed encryption of the transmitted data (See Lynn col. 
2 lines 47-51). 

Conclusion 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRETT SQUIRES whose telephone number is (571) 
272-8021 . The examiner can normally be reached on 9:30am - 6:00pm Monday - 
Friday. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/BS/ 

/Christopher A. Revak/ 
Primary Examiner, Art Unit 2431 



